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	ICT Operations Lead
Job Specification & Terms and Conditions

	Job Title, Grade Code
	ICT Operations Lead


	Remuneration


	The salary scale for the post Grade VI (ML)
Grade VI: €58,477 | €59,871 | €61,573 | €64,767 | €66,677 | €69,056 | €71,441 (LSI)
Salary Scales are updated periodically and the most up to date versions can be found here: Pay scales

	Campaign Reference
	103946


	Proposed Interview Date (s)
	 Candidates will normally be given at least two weeks' notice of interview. The timescale may be reduced in exceptional circumstances.


	Taking up Appointment
	A start date will be indicated at job offer stage.

	Location of Post
	Sunbeam House Services – Based in Bray or Arklow, Co. Wicklow – with regular travel to other SHS locations and community settings

There is currently one permanent whole-time vacancy available.


	Informal Enquiries
	Lorraine Collins, Talent Acquisition Lead talent@sunbeam.ie 


	Details of Service

	Sunbeam House Services (SHS) is a Section 38 voluntary organisation providing HSE-funded disability services to adults with intellectual disabilities and associated needs across County Wicklow and South Dublin. SHS delivers residential, day, respite, community and clinical services, with a focus on enabling people to live safe, meaningful and independent lives within their communities. 

The organisation is committed to person-centred, rights-based support, promoting inclusion, choice, dignity and quality of life while delivering services in line with national legislation, regulatory standards and best practice.


	Reporting Relationship
	Reports to the Information Governance Lead.


	Key Working Relationships

	The Information Governance Lead, ICT Team, CEO, Senior Leadership Team, senior and service managers, system users across the organisation, and relevant external ICT suppliers, vendors and third-party stakeholders.

	Purpose of the Post 
	The ICT Operations Lead is responsible for providing advanced technical administration, support and oversight of ICT systems and infrastructure across the organisation. The role acts as a senior technical resource within the ICT function, taking responsibility for complex system issues, system configuration, security, access management and the implementation and continuous improvement of ICT solutions.
This is the senior technical post within the ICT function. The postholder is accountable for the day-to-day security, availability, resilience and reliability of ICT services across all SHS locations, including the principal administrative centres, and acts as the senior point of resolution beyond first and second-line support. This is a hands-on technical role.
Working closely with the Information Governance Lead, ICT colleagues, CEO, Senior Leadership Team and external service providers, the postholder will support the reliability, security and effective operation of organisational ICT systems across a multi-site environment.
The role does not have direct line management responsibility but will provide technical guidance and support to ICT colleagues as required.

	Principal Duties and Responsibilities

	Core Principles of the Role

· Technical Expertise – Act as a senior technical resource, providing advanced ICT systems administration and troubleshooting. 
· Service Reliability – Support the availability, stability and effective operation of ICT systems across the organisation. 
· Security & Compliance – Ensure ICT activities are undertaken in line with cyber security, GDPR, information governance and organisational requirements. 
· Ownership & Accountability – Take ownership of complex ICT issues through to resolution, escalating appropriately where required. 
· Continuous Improvement – Identify opportunities to improve systems, processes, security and the overall user experience. 
· Collaboration – Work closely with the Information Governance Lead, ICT colleagues, service managers, users and external providers. 
· Technical Guidance – Provide advice and technical support to ICT colleagues while maintaining clear role boundaries and without line-management responsibility. 
Key Areas of Responsibility

Advanced ICT Systems Administration
· Provide advanced administration, configuration and support across organisational ICT systems, including Microsoft 365, SharePoint, Entra ID, Intune – including identity and access management, device compliance and joiner/mover/leaver processes.  
· Act as a senior technical resource for complex system, software, hardware, connectivity and access issues.
· Monitor system performance and identify and resolve recurring or higher-level technical issues.
· Provide technical administration and support for business systems, including the Softworks time and attendance system and its networked clocking terminals, and support the implementation and data migration of the replacement client information system.

Technical Support & Service Delivery
· Provide high-quality ICT support across the organisation and act as an escalation point for more complex technical issues.
· Manage and prioritise ICT incidents and requests, ensuring appropriate resolution and escalation.
· Liaise with external ICT providers where specialist support is required.
· Own the day-to-day operation, resilience and continuity of ICT services across all locations, and act as the senior technical point of resolution for issues escalated beyond first and second-line support.

Access, Security & Information Governance
· Administer and review user accounts, permissions and access controls across organisational systems.
· Support joiner, mover and leaver processes and periodic access reviews.
· Implement and maintain operational security controls – access control and authentication, patching and vulnerability management, endpoint protection, and audit logging and monitoring – and take the lead technical role in cyber incident response, containment, recovery and post-incident review.
· Work closely with the Information Governance Lead to identify and address ICT and information-security risks.
· Manage backup, restoration, disaster recovery and business continuity arrangements, and test them on a scheduled basis.
· Provide technical and operational input to Data Protection Impact Assessments, supplier due diligence and ICT audits.

Systems Development & Change
· Coordinate and support system upgrades, patches, configuration changes and new system implementations.
· Undertake technical testing and support the introduction of new ICT systems and solutions.
· Identify technical risks and ensure changes are implemented in line with agreed change-control processes.

ICT Infrastructure & Asset Management
· Maintain and support network, connectivity, wireless and telephony infrastructure across a dispersed multi-site estate, including planning for and responding to outages, and a mixed estate of desktop, laptop, mobile and shared-use devices.
· Oversee the configuration, deployment and lifecycle management of ICT equipment.
· Maintain accurate ICT asset and technical records and identify emerging infrastructure or equipment requirements.

ICT Projects & External Providers
· Lead or contribute to the technical delivery of approved ICT projects, and provide realistic assessment of capacity, sequencing, timelines and implementation risk.
· Liaise with external ICT suppliers and system vendors regarding technical issues, system changes, service delivery and implementation.
· Act as the day-to-day operational contact for external ICT suppliers and managed service providers, monitor performance against agreed service levels, and provide technical evaluation and specification input to ICT procurement, tendering and contract management.
· Support the assessment and implementation of ICT solutions that improve organisational efficiency, security and service delivery.

Documentation, Guidance & Continuous Improvement
· Develop and maintain ICT procedures, technical documentation, system records and user guidance.
· Provide technical guidance and knowledge-sharing to ICT colleagues and system users, without direct line-management responsibility.
· Identify opportunities to improve the reliability, security and effectiveness of ICT systems and processes.
· Maintain up-to-date technical knowledge and contribute to the continuous development of the organisation’s ICT environment.

Role Boundaries and Positioning
The ICT Operations Lead is a senior technical role within the ICT function, providing a higher level of technical expertise, responsibility and autonomy than the ICT Systems Administrator role.

The postholder will act as a senior technical resource and escalation point for complex ICT matters and will provide guidance and support to ICT colleagues as required. The role does not have direct line-management responsibility and ICT Systems Administrators do not report to the postholder. The role reports to the Information Governance Lead and works collaboratively with the wider ICT team and external ICT providers. 

The above Job Specification is not intended to be a comprehensive list of all duties involved and consequently, the post holder may be required to perform other duties as appropriate to the post which may be assigned to them from time to time and to contribute to the development of the post while in office.  


	Risk Management, Quality, Health & Safety”
	All employees have general statutory obligations under Section 13 and 14 of the Safety Health and Welfare at Work Act 2005 as follows:

· Have a working knowledge of the Health Information and Quality Authority (HIQA) Standards as they apply to the role for example, Standards for Healthcare, National Standards for the Prevention and Control of Healthcare Associated Infections, Hygiene Standards etc. and comply with associated SHS protocols for implementing and maintaining these standards as appropriate to the role. Comply with relevant statutory provisions and take reasonable care for their own safety, health and welfare and that of any other person who may be affected by their acts or omissions at work.
· Co-operate with Sunbeam House Services and any other person to enable relevant statutory provisions to be complied with.
· Not engage in improper conduct or other behavior that is likely to endanger their own safety, health and welfare at work or that of any other person.
· Attend training as required particularly training in relation to safety, health and welfare at work or relating to the job carried out.
· Make correct use of the safety equipment, clothing or training provided, or other items provided for their safety, health and welfare while at work. 
· Not to intentionally, recklessly, or without reasonable cause, interfere with, misuse or damage any appliance or safety equipment provided to secure the safety health or welfare of persons arising at work.
· Not to intentionally or recklessly place at risk the safety, health or welfare of other staff, clients, contractors or visitors or any person in connection with work activities.
· Report to the Operations Manager/Senior Operations Manager/Person in Charge without delay any defects in equipment, article or substance, place of work, or systems of work which might be a danger to safety, health and welfare of which they are aware.  
· Report to the Operations Manager/Senior Operations Manager/Person in Charge without delay any work being carried on or likely to be carried on in a manner that might be a danger to safety, health and welfare of which they are aware, and any contravention of the relevant statutory provisions that may be a danger to safety, health and welfare of which they are aware.
· Report all accidents immediately no matter how trivial it is to the Operations Manager/Senior Operations Manager/Person in Charge and Safety Officer using the organisation’s Accident Report Form. 
· Ensure they are not under the influence of an intoxicant to the extent that they are a danger to their own safety health or welfare at work or that of any other person, and submit to any appropriate, reasonable and proportionate tests by a competent person if reasonably required by Sunbeam House Services.

In addition, staff are reminded that:
· They are not allowed to attend the premises or carry out duties whilst under the influence of drink or illicit drugs. Any person found breaking this rule will be liable to instant dismissal.
· Any person who becomes aware that they are suffering from any disease or physical or mental impairment which would be likely to cause them to expose themselves to a risk of danger they must immediately inform their Operations Manager/Senior Operations Manager, Person in Charge or Supervisor.
· Any person who is under medical supervision or on prescribed medication and who has been certified fit for work should notify their Operations Manager/Senior Operations Manager, Person in Charge or Shift Lead of any known side effects or temporary disabilities which could hinder their work performance, and which may be a danger to themselves, their fellow workers or clients.
· Staff may be required to undergo a medical assessment of their fitness to perform work activities that give rise to critical risks to the safety, health and welfare of other staff, clients or others.


	Eligibility criteria
Qualifications and/ or experience

	Essential Criteria

· Relevant third-level ICT qualification or equivalent relevant experience.
· Substantial post-qualification experience in ICT operations, infrastructure or systems administration, including demonstrable experience at third-line or senior technical level.
· Strong experience with Microsoft 365, SharePoint, Entra ID and Microsoft-based environments.
· Experience managing user accounts, permissions, access controls and ICT security.
· Demonstrated ability to troubleshoot and resolve complex ICT issues.
· Experience supporting system upgrades, implementations and ICT projects.
· Strong problem-solving, organisational and communication skills.
· Good understanding of cyber security, information governance and data protection.
· Demonstrable hands-on experience of network, connectivity, wireless and telephony infrastructure in a multi-site organisation. 
· Practical experience of operational information security controls and of ICT or cyber incident response, containment and recovery. 
· Demonstrable experience of backup, restoration, disaster recovery and business continuity arrangements. 
· Experience of administering or supporting networked business system hardware, for example time and attendance or workforce management terminals. 
· Working administration experience across a Microsoft cloud environment (Microsoft 365, Azure, Entra ID, Intune). 
· Demonstrable experience of managing external ICT suppliers and contracted services, including performance monitoring and escalation.
· Ability to explain technical matters to non-technical colleagues and to document decisions accurately.
· Full driving licence and access to transport.

Desirable Criteria
· Experience in healthcare, disability services, the public sector or another regulated environment.
· Relevant Microsoft, networking or cyber-security certification.
· Experience supporting ICT within a multi-site organisation.
· Experience with ICT ticketing and asset-management systems.
· Experience working with external ICT suppliers and service providers.
· Experience providing technical guidance and knowledge-sharing to colleagues.
· Experience of supporting or implementing a client information, case management or CRM system holding sensitive personal data. 
· Experience of ICT procurement, tendering or contract management in a publicly funded body. 
· Certification in Microsoft Azure, Entra ID or Intune specifically.

Key Competencies
· Technical Expertise – Demonstrates strong technical knowledge and competence across ICT systems, infrastructure and applications.
· Problem Solving & Analysis – Diagnoses complex ICT issues and identifies effective, practical solutions.
· Accountability & Initiative – Takes ownership of issues, works independently and follows through to resolution.
· Planning & Organisation – Effectively prioritises competing demands, incidents, system requirements and project work.
· Communication & Collaboration – Communicates technical information clearly and works effectively with colleagues, users and external providers.
· Security & Service Focus – Maintains a strong focus on cyber security, information governance and the delivery of reliable, user-focused ICT services.
· Technical Judgement – diagnoses and prevents complex technical problems and knows when to escalate or source specialist advice." and "Service Focus – understands how ICT supports front-line service delivery to the people we support.

Health: A candidate for and any person holding the office must be fully competent and capable of undertaking the duties attached to the office and be in a state of health such as would indicate a reasonable prospect of ability to render regular and efficient service. 

Character: Each candidate for and any person holding the office must be of good character.


	Education & Training
	Engage in the SHS performance appraisal process in conjunction with your reporting manager as appropriate. You will be required to complete SHS mandatory training, and to maintain current technical knowledge and relevant certification through continuing professional development. 


	Other requirements specific to the post
	· The post is full-time, 35 hours per week, Grade VI.
· The role will be based at a designated SHS office location, currently Head Office, Bray. As SHS operates across multiple office and service locations, the assigned office base may be subject to change in line with organisational requirements. Travel across services and community settings will be required.
· The post holder may be required to work flexibly in line with organisational needs.
· Appointment will be subject to organisational recruitment, reference, Garda vetting and occupational health requirements, as applicable.
· The duties of the post may evolve in line with service needs, organisational priorities, regulatory requirements and the continued development of the role.


	Campaign Specific Selection Process

Ranking/Shortlisting / Interview
	A ranking and or shortlisting exercise may be carried out on the basis of information supplied in your application form.  The criteria for ranking and or shortlisting are based on this job specification.  Therefore, it is very important that you think about your experience in light of those requirements.  

Failure to include information regarding these requirements may result in you not being called forward to the next stage of the selection process.  


	Diversity, Equality and Inclusion 

	The Organisation is committed to creating an environment that promotes equality and dignity at work. We are committed to treating all employees, clients and organisation contacts equally, regardless of gender, civil status, family status, sexual orientation, religious belief, age, disability, race or membership of the traveller community. The Organisation believes that embracing equality and diversity in the workplace benefits not just the Organisation but also individual employees, departments and our clients. All our employees bring their own background, work style, distinct capabilities, experience and characteristics to their work. We want to utilise the widest range of skills, knowledge and experience in our Organisation while complying with legislation.
As well as treating people with dignity and respect, the Organisation strives to create a supportive environment in which all employees can flourish and reach their full potential, regardless of differences, experience or education. Harnessing the wide range of perspectives this diversity brings promotes innovation and helps make us more creative and productive


	Code of Practice
	Sunbeam House Services will run this campaign in compliance with the Code of Practice prepared by the Commission for Public Service Appointments (CPSA).

The CPSA is responsible for establishing the principles that should be followed when making an appointment. These are set out in the CPSA Code of Practice. The Code outlines the standards that should be adhered to at each stage of the selection process and sets out the review and appeal mechanisms open to candidates should they be unhappy with a selection process. The CPSA Code of Practice can be accessed via https://www.cpsa.ie/.










ICT Operations Lead
Terms and Conditions of Employment
	Tenure 
	The current vacancy available is permanent and whole time 

The post is pensionable. A panel may be created from which permanent and specified purpose vacancies of full or part-time duration may be filled. The tenure of these posts will be indicated at “expression of interest” stage. 

Appointment as an employee of the Health Service Executive is governed by the Health Act 2004 and the Public Service Management (Recruitment and Appointments) Act 2004 and Public Service Management (Recruitment and Appointments) Amendment Act 2013.


	Remuneration 
	The Salary scale for the post is: 	Grade VI (ML)
Grade VI: €58,477 | €59,871 | €61,573 | €64,767 | €66,677 | €69,056 | €71,441 (LSI)
New appointees to any grade start at the minimum point of the scale.  Incremental credit will be applied for recognised relevant service in Ireland and abroad (Department of Health Circular 2/2011).  Incremental credit is normally granted on appointment, in respect of previous experience in the Civil Service, Local Authorities, Health Service and other Public Service Bodies and Statutory Agencies.


	Working Week

	35 hours per week


	Annual Leave
	30 days annual leave/annum.


	Pension Scheme


	This is a pensionable position with SHS. The successful candidate will upon appointment become a member of the appropriate pension scheme.  Pension scheme membership will be notified within the contract of employment.  

	Age
	If an employee wishes to work past their 65th birthday they must notify HR and their manager with their retirement a minimum of 3 months before the date they wish to retire.


	Probation
	Every appointment of a person who is not already a permanent employee of SHS shall be subject to a probationary period of 6 months.


	Protection of Children Guidance and Legislation

	The welfare and protection of children is the responsibility of all SHS staff. You must be aware of and understand your specific responsibilities under the Children First Act 2015, the Protections for Persons Reporting Child Abuse Act 1998 in accordance with Section 2, Children First National Guidance and other relevant child safeguarding legislation and policies.  Some staff have additional responsibilities such as Line Managers, Designated Officers and Mandated Persons. You should check if you are a Designated Officer and / or a Mandated Person and be familiar with the related roles and legal responsibilities. For further information, guidance and resources please visit: HSE Children First webpage.

	[bookmark: _Hlk58316562]Infection Control
	Have a working knowledge of Health Information and Quality Authority (HIQA) Standards as they apply to the role for example, Standards for Healthcare, National Standards for the Prevention and Control of Healthcare Associated Infections, Hygiene Standards etc and comply with associated SHS protocols for implementing and maintaining these standards as appropriate to the role.
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