
The Service

St John of God University Hospital, Stillorgan, Co. Dublin is an independent acute mental health teaching hospital with 180 in-patient beds and one of the leading European providers in mental health treatment and care. The hospital also has outpatient services available in Dublin. St John of God Hospital employs 394 staff.

In addition to a range of outpatient services, which include psychiatry, psychology, the Hospital currently provides specialist inpatient services in: Addictions, Psychosis, Eating Disorders, Psychiatry of Later Life and Adolescent services. The Hospital is affiliated hospital of University College Dublin and partners with Trinity College Dublin, Royal College of Surgeons in Ireland, Dublin City University, the University of Limerick for undergraduate and postgraduate healthcare professional programmes, and the College of Psychiatrists of Ireland for the training of psychiatrists. https://www.stjohnofgodhospital.ie/


	The Post:
	Permanent, Full-time – 35 hrs

	
Grade:
	
Grade VII

	
Reporting to:
	
Head of Operations

	
Responsible to:
	
Chief Executive

	

Location
	
On-site, on the main hospital campus (with some site travel required)



Role Summary 

To ensure St John of God University Hospital clg. complies with all applicable data protection legislation including the EU General Data Protection Regulation (GDPR), the Data Protection Acts 1988–2018, and health-sector specific requirements, safeguarding the rights and privacy of patients, staff, and stakeholders. The DPO will advise management, monitor compliance, and act as the Hospital’s, Mental Health Frist Aid Ireland and St Joseph’s, contact point for the Data Protection Commission and for data subjects.

Principal Duties and Responsibilities

Compliance & Monitoring

· Monitor hospital compliance with GDPR and national data protection laws.
· Ensure policies, procedures, and technical/organisational measures are in place for lawful, fair, and transparent processing.
· Oversee Data Protection Impact Assessments (DPIAs).
· Maintain the Record of Processing Activities (RoPA)
· Maintain the Record of Data Processing Agreements and Data Sharing Agreements

Advisory

· Advise the Chief Executive, Senior Management, clinical management, Heads of Department, and staff on their obligations under data protection law.
· Provide guidance on new projects, systems, and research to ensure privacy by design and by default.
· Review contracts, data sharing, and processor agreements for compliance.

Breach Management & Incident Response

· Lead investigations into data breaches and coordinate notification to the Data Protection Commission when required.
· Maintain and test the hospital’s data breach response plan.
· Oversee corrective and preventive actions.

Data Subject Rights

· Manage and oversee subject access and other rights requests (erasure, rectification, portability, objection).
· Ensure procedures meet statutory deadlines.

Training & Awareness

· Design and deliver data protection training and awareness campaigns for all staff.
· Promote a strong culture of privacy and confidentiality across all hospital departments.

Liaison & Reporting

· Serve as the main contact point for the Data Protection Commission and for data subjects.
· Provide regular reports to the Chief Executive and senior management.
· Liaise with auditors, regulators, and external partners as required.

Policy & Governance

· Develop, review, and implement data protection and privacy policies.
· Ensure privacy-friendly defaults and lawful bases for processing are consistently applied.

Healthcare-Specific Duties

· Oversee compliance in relation to patient medical records, and special category data.
· Support research projects involving patient data to ensure ethical and legal compliance.
· Support digital health, telemedicine, and eHealth initiatives from a privacy perspective.

Audit & Risk Assessment

· Conduct internal audits on data processing and governance.
· Maintain a data protection risk register.
· Collaborate with IT Security, Head of Operations, HR, and Clinical teams to mitigate privacy risks.

Reporting, Authority & Independence

· The Data Protection Officer (DPO) reports to the Head of Operations for administrative and organisational matters.
· The DPO operates in an independent advisory capacity and has direct and unrestricted access to the Deputy Chief Executive on all matters relating to data protection, privacy, and compliance with applicable legislation of Saint John of God University Hospital Clg
· The hospital must provide sufficient resources, access, and support to enable the DPO to fulfil their duties effectively.

Key Performance Indicators (KPIs)

· Timely and accurate completion of DPIAs
· Compliance audit outcomes
· Volume and resolution times of data subject requests
· Breach management metrics (number, severity, timeliness of response)
· Staff training completion rates and awareness improvements
· Annual compliance reports to the Chief Executive and senior management


Person Specification:

	Essential Criteria

	· Degree (Level 8 or higher) in law, information governance, IT, health administration, or related field
· Professional qualification in data protection/privacy (e.g. CIPM, CIPP/E, Advanced Diploma in Data Protection Law) is desirable.
· 3–5+ years’ experience in data protection, information governance, or compliance — ideally within the healthcare or public sector.
· Proven experience handling DPIAs, subject access requests, and breach investigations.
· Managing external requests (gardai, Solicitors, Regulators)
· Familiarity with data processing contracts and vendor management.


	Knowledge
	· Strong working knowledge of GDPR, Irish Data Protection Acts, and healthcare-specific privacy requirements.
· Understanding of IT and information security principles.
· Familiarity with hospital systems, electronic health records, and clinical research governance


	Skills & Attributes
	· Strong working knowledge of GDPR, Irish Data Protection Acts, and healthcare-specific privacy requirements.
· Understanding of IT and information security principles.
· Familiarity with hospital systems, electronic health records, and clinical research governance.


	Health
	· A candidate for and any person holding this office must undergo medical examination and be free from any defect or disease which would render him/her unsuitable to hold the office and be in a state of health as would indicate a reasonable prospect of ability to attend regular and efficient service.


	Character
	· A candidate or any person holding this office must be of good character. Garda clearance is a mandatory requirement.
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